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There are many considerations that 
affect the length of time over which 
business data should be retained and the 
form in which that data should be main­
tained. Some of these considerations are 
internal and operational. Some are im­
posed by external factors, usually legal 
requirements.
Basically, machine-readible records 
are saved as long as they are needed for 
production of reports, for use in an up­
dating process, or for use in a 
reconstruction process. Reconstruction 
in computerized activities occurs when, 
for one reason or another, original data 
in its machine-readible format is 
destroyed and has to be recreated. If 
proper thought is given to forms for sav­
ing data in its machine-readible form, 
this reconstruction procedure can be 
greatly facilitated. If, however, when 
machine-readible data is destroyed, the 
installation has to go back to original 
non-machine-readible forms to 
reconstruct that information, the 
process can be time-consuming.
The Internal Revenue Service in 
Internal Revenue Bulletin No. 1971-3, 
issued a ruling requiring that:
Punched cards, magnetic tapes, disks, 
and other machine-sensible data media 
used for recording, consolidating, and 
summarizing accounting transactions and 
records within a taxpayer’s automatic 
data processing system, are records 
within the meaning of Section 6001 of the 
code and Section 1.600-1 of the 
regulations and are required to be retain­
ed as long as the contents may become 
material in the administration of any In­
ternal Revenue law.1
The exact significance or impact of this 
ruling on the retention practices of in­
dividual installations is hard to predict, 
and in fact installations were invited to 
obtain from the Internal Revenue Ser­
vice specific individual rulings regarding 
the retention of their file. In general, 
however, the basic criterion that deter­
mines how long information shall be 
retained in a machine-readible format is 
the usefulness of that information to the 
installation.
The Nature of Data Processing Files
Machine-readible data can take many 
physical forms. It can appear as holes in 
a punched card, as magnetic spots on a 
strip of tape, or as magnetic spots along 
a tract in a disk file Of much more im­
portance than the physical arrangement 
of the data are the logical organization 
and the meaningful relationships 
between the various pieces of informa­
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relationships hold, regardless of the 
physical form of storage. Traditionally, 
a basic unit of information is known as a 
data record. A data record can be con­
sidered that collection of information 
that records an event, transaction, or 
happening that is to be recognized in the 
information system. For example, a sale 
of a given item to a particular customer 
would be a transaction that would be 
recorded in a unit of information called 
a record.
A data file represents a collection of 
related records into a larger information 
unit. For example, all of the sales 
records for a given day (one record for 
each sale occurring during that day) 
could be collected into a file that would 
be the sales file for that day. Another ex­
ample of a file would be the accounts 
receivable master file, which is a collec­
tion of records showing the balance due 
from each customer.
Files basically are of two types. There 
are those files that may be designated as 
master files, which contain information 
that is usually considered permanent 
and that is periodically updated by tran­
sactions occurring in the normal opera­
tion of the organization. Sometimes 
these files are referred to as generation 
files. Once a file is updated, another ver­
sion or generation of that file exists. For 
example, the December 31st version of a 
master file will represent a different 
generation than the January 31st ver­
sion which is produced by the use of 
January transactions to update the 
December 31st balances.
The frequency with which a master 
file is updated depends upon the 
processing cycle of the organization in­
volved, but the principle is basically the 
same-master files are periodically up-
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Figure 1. File Backup With Generation Files
dated. There are, therefore, several 
generations of that same file. One of the 
concerns in an installation is to maintain 
proper identification, not only of the 
file, but also of the generations of the 
file.
Another type of file is that which may 
be characterized as a transaction file. 
Transaction files are not updated but 
contain, instead, data that will be used 
to update master files. They are general­
ly of a less permanent nature than the 
master files, although there is some 
question as to how long an individual 
transaction file ought to be maintained. 
For reconstruction purposes, transac­
tion files should be held until the latest 
generation of the master file is 
successfully produced; but there are 
other considerations affecting the reten­
tion of files besides considerations for 
data retention.
Types of Processing
Many uses of data files do not in any 
way change the information involved. 
This can be characterized as non­
updating or inquiry processing. In this 
situation the information stored in 
machine-readable records is generally 
used to produce some form of feedback. 
This feedback can take the form of a 
printed report, of a display on a ter­
minal, or of a control signal to some 
other kind of equipment.
The other basic category of process­
ing concerns those activities that involve 
actual updating of master files. As dis­
cussed in the previous section, updating 
occurs when information from transac­
tions is used to change the information 
in a master file, thereby creating a new 
generation of the master file.
Basically, updating can be ac­
complished by one of two techniques. 
First, updating can be done nondestruc- 
tively. In a non-destructive updating en­
vironment the old master file is kept in­
tact. This is done by mounting the old 
file on a device physically separate from 
the device that will record the new file. 
This is the technique that is employed in 
magnetic tape processing. It allows for 
the retention of several generations of a 
file, and, of course, it facilitates 
reconstruction in those instances where 
it is necessary. It is in non-destructive 
updating that it is possible to implement 
the grandfather-father-son cycling dis­
cussed in the next section.
Destructive updating occurs in those 
instances where the new version or the 
new generation of information is written 
on the same physical space as that 
previously occupied by the old version 
or old generation of the master record. 
This type of updating is frequently 
employed in direct-access devices. 
Because the previous generation of data 
is destroyed in the process of updating, 
additional precautions must be taken in 
this approach to file updating. All possi­
ble checking of the transaction informa­
tion should be performed before the 
data is used to insure its accuracy, and 
additional procedures should be per­
formed during the updating procedure 
to insure that transactions are, in fact, 
being matched against the proper 
master file.
Data Retention Procedures in Non­
Destructive Updating
Generally, transaction records that 
affect a given version of the master file 
are saved until such time as that master 
file has been used as the input to another 
updating cycle in which a subsequent 
generation of the master file is produc­
ed. The procedure involves retention of 
several generations of the master file as 
well as all of the intervening transaction 
files.
When a new generation has been 
created through an updating procedure, 
it becomes the input for the next 
processing cycle. The old generation is 
retained until completion of the next 
processing cycle to provide back-up in 
case the current generation is damaged. 
After two processing cycles there will be 
three generations of the master file. The 
most recent is often referred to as the 
son; the file generation used as input to 
the second processing cycle (and output 
to the first cycle) is referred to as the 
father; and the generation used as input 
to the first processing cycle is referred to 
as the grandfather. (See Figure 1.) Once 
the son has been successfully created, 
the installation no longer needs to retain 
the “grandfather” generation or the 
transactions processed against it for 
reconstruction purposes. Of course any 
reports or other printed record of the 
data represented by these files will still 
be available.
There is a difference in purpose 
between the retention of data by an in­
stallation for its own reconstruction and 
operational purposes and the retention 
of various generations of machine- 
readable records for control or audit 
purposes. The auditor, if interested in 
seeing previous versions of files in 
machine-readable form, must make 
some provision for either interrogating 
those files at the time they exist or for 
having the installation save the copies of 
the files. Obviously the approach taken 
by the Internal Revenue Service is to re­
quire that these files by saved. This does 
represent a cost to the installation, 
because it ties up some of its resources- 
in this case, reels of tape — beyond the 
period of time the installation itself 
would save the data. Preplanning 
wherever possible would allow the 
auditor to examine versions of files 
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while they were still active and would 
provide access to data without ad­
ditional expense or delay.
Data Retention Procedures in Destruc­
tive Updating
The grandfather-father-son retention 
technique is not appropriate in those 
situations in which the updating process 
actually destroys the old generation of a 
master file because the new information 
is written on the same physical space as 
that previously occupied by the old 
generation. When this kind of updating 
occurs, the only way in which copies of 
the old generation of the file can be 
retained is through a policy of recopying 
the file on some medium other than that 
containing the latest generation of the 
file.
Because destructive update does not 
automatically produce a reconstruction 
trail or a temporary audit trail, some ad­
ditional procedure must be executed to 
accomplish this function. The usual ap­
proach is to make periodic copies of the 
master file, a process referred to as dum­
ping the file. All transactions used in up­
dating the master records since the last 
dump should be retained for reconstruc­
tion purposes until the next dump is 
made. Should any erroneous updating 
or other damage to the master file occur, 
it is then possible to reconstruct the 
proper data by going back to the 
previous version and updating that with 
all intervening transactions. An 
alternative to periodic dumping of the 
entire file is the technique of logging 
changes to the master file as updating is 
being performed by writing the contents 
of the transaction and the master record 
before and after the update on a logging 
device (that is a reel of tape or another 
disk file). Updating logs or periodic 
dumps can be made to another 
recording device similar to that 
containing the master file, they can be 
made to magnetic tape, or they can be 
printed out. The closer the form of the 
dump to that occupied by the master 
file, the faster the reconstruction 
procedure.
Reconstruction after Major Installation 
Breakdowns
Companies with large computerized 
data files representing a substantial 
proportion of their accounting records, 
or companies engaged in real time 
processing applications that directly 
affect their normal operations, must 
consciously provide for procedures that 
allow recovery of data and reinstitution 
of service in the case of a major installa­
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tion breakdown. Major breakdowns 
can occur from such natural 
catastrophes as fire, floods, windstorm, 
or earthquake, but they can also be 
precipitated by carelessness or by 
deliberate sabotage either by outsiders 
or employees within the installation. 
One of the responsibilities of the 
operations management is to provide 
adequate physical security, so that the 
probability of a major breadown can be 
minimized. However it is prohibitively 
expensive, if not impossible, to guard 
against all potential accidents or equip­
ment failures. Hence, a contingency 
plan should be developed to handle un­
expected disruptions of service.
Data files that are essential to con­
tinued company operation must be 
copied and stored in an off-site location. 
This task more than any other 
represents an ongoing, continuing ef­
fort. Each time one of these critical files 
is updated, the off-site back-up file must 
also be updated. Further, provision 
must be made for keeping back-up 
records of the transaction that will affect 
the latest generation on file (or 
procedures for recapturing the content 
for those transactions) as well as 
emergency alternate procedures for 
collecting data from currently occurring 
transactions until a main installation is 
again functioning normally.
The programs and documentation of 
an installation are important assets of a 
company. Replacing them is costly, par­
ticulary in a time of emergency. Keeping 
duplicates of programs on magnetic 
tape and instructions on microfilm in 
another location is comparatively inex­
pensive. Carefully planned file storage 
and predetermined emergency 
procedures in many instances actually 
make continued operation possible. 
Continued vigilance to safeguard the 
validity and usefulness of a contingency 
plan is a small price to pay for prompt 
restart of vital information service.
An adequate contingency plan helps 
an installation to minimize its losses and 
resume normal operations efficiently. 
However, it is impossible under some 
circumstances to avoid losses 
altogether. The installation should also 
investigate the protection afforded by 
an adequate insurance program for 
recovery of as much of the costs as 
possible. Generally installations 
recognize the value of the computer 
hardware and, if the installation owns 
the hardware, adequately insure it. But 
too frequently installations fail to 
recognize the value of the information 
that can be destroyed or the value of the 
software supporting such data files.
The cost of reconstructing destroyed 
files and the loss of revenue and added 
costs of carrying on normal business ac­
tivities while the files are being 
reconstructed should also be recogniz­
ed, and an attempt should be made to 
calculate the dollar value of such losses. 
Wherever possible and practical, the in­
stallation should consider obtaining 
adequate insurance coverage to help 
recover or minimize such expenses. 
Requirements of the Internal Revenue 
Service
Certain legal requirements also dic­
tate the form and extent of retained 
data. Of particular importance are the 
requirements of the Internal Revenue 
Service. Section 6001 of the Internal 
Revenue Code of 1954 requires that 
“every person liable for any tax imposed 
by this title or for the collection thereof, 
shall keep such records, render such 
statements, make such returns, and 
comply with such rules and regulations 
as the secretary or his delegate may from 
time to time prescribe.” Section 2 of 
Revenue Procedure 64-12 indicates that 
“the inherent nature of ADP 
(Automatic Data Processing) is such 
that it may not be possible to trace tran­
sactions from source documents to end 
results or to reconstruct a given account 
unless the system is designed to provide 
audit trails.” Thus Revenue Procedure 
64-12 provides “guidelines for record re­
quirements to be followed in cases 
where part or all of the accounting 
records are maintained within 
automatic data processing systems.” 
Section 4 of these guidelines, entitled 
“ADP Record Guidelines,” makes the 
following provisions:
SEC. 4 ADP RECORD GUIDELINES .01 
ADP accounting systems will vary, just as 
manual systems vary, from taxpayer to tax­
payer. However, the procedures built into a 
computer’s accounting program must in­
clude a method of producing from the 
punched cards or tapes visible and legible 
records which will provide the necessary in­
formation for the verification of the tax­
payer’s tax liability.
.02 In determining the adequacy of 
records maintained within an automatic data 
processing system the Service will consider 
as acceptable those systems that comply with 
the guideline for record requirements as 
follows:
(1) General and Subsidiary Books of Ac­
count. - A general ledger, with source 
references, should be written out to coincide 
with financial reports for tax reporting 
periods. In cases where subsidiary ledgers 
are used to support the general ledger ac­
counts, the subsidiary ledgers should also be 
written out periodically.
(2) Supporting Documents and Audit 
Trail. - The audit trail should be designed so 
that the details underlying the summary ac­
counting data, such as invoices and 
vouchers, may be identified and made 
available to the Internal Revenue Service 
upon request.
(3) Recorded or Reconstructible Data. - 
The records must provide the opportunity to 
trace any transaction back to the original 
source or forward to a final total. If printouts 
are not made of transactions at the time they 
are processed, then the system must have the 
ability to reconstruct these transactions.
(4) Data Storage Media. - Adequate 
record retention facilities must be available 
for storing tapes and printouts as well as all 
applicable supporting documents. These 
records must be retained in accordance with 
the provisions of the Internal Revenue Code 
of 1954 and the regulations prescribed 
thereunder.
(5) Program Documentation. - A descrip­
tion of the ADP portion of the accounting 
system should be available. The statements 
and illustrations as to the scope of 
operations should be sufficiently detailed to 
indicate (a) the application being performed, 
(b) the procedures employed in each applica­
tion (which, for example, might be sup­
ported by flowcharts, block diagrams or 
other satisfactory descriptions of input or 
output procedures), and (c) the controls used 
to insure accurate and reliable processing. 
Important changes, together with their effec­
tive dates, should be noted in order to 
preserve an accurate chronological record.2
2“Revenue Procedure 64-12,” Internal Revenue 
Bulletin 1964-8, issued February 24, 1964 by Inter­
nal Revenue Service.
3“Revenue Ruling 71-20,” Internal Revenue 
Bulletin 1971-3, issued January 18, 1971 by Inter­
nal Revenue Service.
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Revenue Procedure 64-12 has been 
modified by Revenue Ruling 71-20. 
Revenue Ruling 71-20 adds the reten­
tion of machine-readable records to the 
hard copy requirements of Revenue 
Procedure 64-12. Ruling 71-20 holds 
that punched cards, magnetic tapes, 
disks, and other machine-sensible 
data media used for recording, con­
solidating, and summarizing accounting 
transactions and records within a tax­
payer’s automatic data-processing 
system are records within the meaning 
of Section 6001 of the Internal Revenue 
Code of 1954 and Section 1.6001-1 of 
the Income Tax Regulations and are re­
quired to be retained as long as the con­
tents may become material in the ad­
ministration of any internal revenue 
law. It further states that where punched 
cards are used merely as a means of in­
put to the system and the information is 
duplicated on magnetic tapes, disks, or 
other machine-sensible records, such 
punched cards need not be retained.
The difficulty of determining exactly 
which records should be retained by in­
dividual companies is recognized by the 
following provision in Revenue Ruling 
71-20: “It is recognized that ADP ac­
counting systems will vary from tax­
payer to taxpayer and, usually, will be 
designed to fit the specific needs of the 
taxpayer. Accordingly, taxpayers who 
are in doubt as to which records are to 
be retained or who desire further infor­
mation should contact their District 
Director for assistance.”3
Generally it is expected that revenue 
agents will be primarily interested in two 
classes of records: (1) original transac­
tion records of data essential to the 
maintenance and verification of the 
amount shown in the general ledger ac­
counts and (2) other data, including in­
ternal transactions, that affect federal 
tax liability and facilitate the substantia­
tion of the figures on the tax return. 
Thus it is possible for an individual com­
pany, after consultation with Internal 
Revenue Service, to enter into an agree­
ment with the service detailing the 
specific retention requirements for that 
particular company.
Each company must determine for 
itself the extent of the formalized audit 
trail it wants to provide. That decision 
must be based upon legal requirements 
such as those instituted by the Internal 
Revenue Service or other government 
agencies with which the firm deals, 
operational requirements, including the 
time and cost for reconstruction, and 
management needs for access to the 
detailed data that provides the input for 
summarized financial statements.
FOOTNOTES
1Internal Revenue Service, Internal Revenue 
Bulletin No. 1971-3, January 18, 1971.
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